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Abstract. Biometric authentications like fingerprint, face recognition, iris
recognition and finger vein recognition , as compare to username/password or rfid
card based authentication are convenient and secure authentication method
because it is impossible for a person to forget or lose his/her biological
characteristics. In the current pandemic COVID-19 situation, a secure and
contactless biometric authentication system’s need has been arising instead of a
touch based biometric authentication systems. In this paper, we will try to find
which biometric authentication system can be called as “Accurate, secure and
contactless biometric authentication” by discussing fingerprint, face recognition,
iris recognition and finger vein recognition biometric authentication systems. The
paper not only includes vulnerabilities, and protections but also comparison of all
these popular biometric methods, specially draw attention to security and
accuracy. As the conclusion, the comparative study indicates that the finger vein
authentication is most accurate, secure and contactless authentication because the
finger vein authentication is able to detect the liveness of a person and it is
impossible to make copy of finger vein pattern.

Keywords. Authentication System, Biometric Authentication, Biological feature,
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1. Introduction

In current society, several biometric based identity authentication methods are used in
various fields such as e-governance, banking and finance, e-commerce, justice,
education and so on. In India, the Unique Identity Authority of India, the UIDAI for
short, is established for issuing unique identity card to the entire population of India
base on the biometric identification. "' Due to COVID-19 pandemic a secure and
contactless biometric authentication become more important than ever before.
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Juniper Research forecasts that biometric authentication will increase from an
estimated 429 million in 2018 to over 1.5 billion in 2023. P

In Biometric authentication system biometric characteristics such as fingerprint,
face, iris, and finger vein are used for identification. M Since these biometric
characteristics are unique to individual and cannot be lost or forget, the authentication
systems become more secure and accurate than traditional forms of multi-factor
authentication.

But there are so many security issues related to biometric authentication system
such as figure print, face recognition and iris recognition suffer from presentation
attack and these methods do not detect the liveness of a person.

To overcome these security issues, finger vein recognition can be used because
unlike figure print, face and iris images, it is not possible to make copies of someone’s
vein structures. So the chance of presentation attack is reduced. Also, unlike figure
print, face and iris images, vein recognition can detect the liveness of a person, as the
vein pattern disappears just as soon as blood-flow disappears. 2

2. Types of Biometric Authentication

A variety of biometrics methods are now being used in a variety of applications. As
shown in Figure 1, biometric method can be classified into physiological biometrics
(also known as anatomical or morphological) which include images of the ear, face,
hand geometry, iris, retina, palm print or fingerprint, and behavioural biometrics
including voice, written signature, gait or key stroking.
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Figure 1. Classification of Biometrics



3. Related Works

In this paper, we concentrated on two areas of biometrics research where new
contributions have been made: i) Vulnerability evaluation to direct attacks, ii) Proposal
of new countermeasures.

3.1 Direct Attacks

It has been shown in several works, not always in a systematic and replicable way that
a biometric system can be fooled by means of presenting a synthetic trait to the sensor.
Although special emphasis has been made in the study of spoofing techniques for
fingerprint-based recognition systems, '° different contributions can be found
describing direct attacks to biometric systems based on iris, " face * and vein
pattern.

3.1.1 Direct Attacks on Finger Print

The least sophisticated attackers might simply place their own fingers on the sensor and
hope to be recognized as an enrolled data subject. The chance of success is then
determined by the false match rate of the system and should be low enough for success
to be very rare. More determined attackers may attempt to produce an artefact, a false
fingerprint, which matches the finger of an enrolled user. Older fingerprint sensors can
be hacked by a “gummy finger” created by casting the fingerprint on clay. It is clearly
easy to obtain a fingerprint image with the co-operation of an enrolled data subject but
it is also possible to obtain such an image covertly. %!

This is because of major vulnerability of fingerprint biometrics is that latent
fingerprints are sometimes left when a finger comes into contact with a surface.
Sometimes, this makes it possible to obtain a fingerprint image from which an artefact
can be produced.

3.1.2 Direct Attacks on Iris

A Presentation attack requires capturing an image of an individual’s iris with sufficient
detail to allow the creation of an appropriate artefact. Capture of a suitable image is
easiest with iris recognition camera and subject cooperation - though attacks have been
shown using a general-purpose camera. '

Germany's Chaos Computer Club (CCC), a well known group of white-hat hackers,
claims to have figured out a comparatively easy way to trick the iris-recognition system
on Samsung's flagship Galaxy S8 smart phone.

3.1.3 Direct Attacks on Face

For a presentation attack, covert acquisition of a suitable face image of the target is
likely to be fairly easy. The physical presentation of the resulting imagein a
presentation attack is likely to involve a photograph, a mask, or a computer/tablet
display.

An attack may be more sophisticated than simply presenting a photograph of the
target face or a static face mask. The attacker may enhance their artefact in a bid to



overcome liveness or spoof detection protections. Figure 2 illustrates the process of
creating a facial model using personal photographs collected from the internet. With

the use of expression animations, this model not only duplicates the face but also
[11]

provides mimics of liveness.
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Figure 2. Process of preparing facial models for the presentation attack
3.1.3 Direct Attacks on Finger Vein

Although the finger-vein recognition method has been used as an alternative for
traditional methods, it is still vulnerable to attackers. Capturing the vein pattern using
an appropriate capturing device forms the basis of vein recognition in general and
finger PA evaluation in particular. Therefore, we utilise the PLUSVein finger vein
scanner as capturing devices to prepare our finger spoofing artefacts as well as for
recapturing the artefacts. ['!

3.2 Direct Attack Protection

Researchers have focused in the design of specific countermeasures that permit
biometric systems to detect fake samples and reject them, improving this way the
robustness of the systems against direct attacks. Among the studied anti-spoofing
approaches, special attention has been paid to those known as liveness detection
techniques, which use different physiological properties to distinguish between real and
fake traits.

3.2.1 Direct Attack Protection of Finger Print

The biometric sensor and controlling software may perform checks to detect a
presentation attack. These can happen in several ways, including: Deformation effects
when the finger is presented to the sensor, Optical spectrum analysis to identify the
distinctive texture of skin, Conductivity/capacitance of the skin, Oxygen levels of the
blood in the finger, Pulse or ECG measurements. !'*



3.2.2 Direct Attack Protection of Iris

Liveness detection methods may involve observing the location of reflections as
illumination angles are changed, or movements of the pupil are measured. In addition,
the fact that an iris system will need to locate the face region and subsequently the eye

region adds a certain amount of difficulty to an attacker trying to present an artificial

image. ['¥

3.2.3 Direct Attack Protection of Face

Liveness checks look for a simple, measurable test that there is a real person in front of
the camera. This could, for example, require specific movements in response to
challenges e.g. blinking, nodding, and shaking the head or by continual assessment of
small-scale movements of the head while the biometric measurement is taking place,
using video capture of the face.!"”!

With the advent of deep learning face recognition solutions; there is a parallel
development of presentation attack detection, where a dedicated network is trained to
identify known attacks, with the aim that such training will also detect new and unseen
attacks.

Video sequences can also be used to protect against replay attacks. Although it
is possible to simply capture a video sequence and replay it when prompted to
authenticate, information can be added to the sequence that makes it either very
difficult or impossible, to re-use the sequence. ['"

3.2.4 Direct Attack Protection of Finger Vein

To protect the finger-vein recognition from attackers, we propose a new PAD method
for the finger-vein recognition system based on feature extraction by CNN and post-
processing by PCA and SVM methods for dimensionality reduction of feature space
and classification, respectively. "]

4. Finger Vein Recognition the Proposed modality

Finger vein recognition is contactless and most secure biometric authentication system.
8] Since vein features are hard to be copied and changed even by surgery, it makes
finger vein recognition the most reliable authentication method. The properties of the
blood vascular network are used in finger vein recognition methods. [**!

4.1 Working of Finger Vein

When a finger is positioned across near infra-red-light rays of 760 nm wavelength,
finger vein patterns in the subcutaneous tissue of the finger are scanned because
deoxygenated haemoglobin in the vein absorbs the light rays. **’ The resultant vein
image appears darker than the other regions of the finger because only the blood
vessels absorb the rays. Figure 3 shows the working of finger vein recognition with the
help of near infrared light and CCD camera.
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Figure 3. Working of Finger Vein Recognition

4.2 Advantages of Finger Vein Recognition

Table 1 provides a quick comparison of the biometric types presented in this paper.
From the comparison it is cleared that finger vein authentication technology offers a
number of distinguishing characteristics that distinguish it from other forms of
biometrics as a highly secure and convenient method of personal identification.

Higher Level of Accuracy

The FRR (False Rejection Rate) is less than 0.01% for), the FAR (False Acceptance
Rate) is less than 0.0001%, and FTE (Failure to Enrol) is 0%

Constant and Unique

The shape of finger veins has stability and uniqueness. Unlike fingerprints, finger veins
remain constant through the mature years. Also not only the finger vein image of each
person is unique, but also the vein image of the same person's other fingers are unique.

Contactless

Since near-infrared light is used which allows contactless imaging that ensures both
handiness and hygiene for the user experience.

Fast Authentication Speed

It takes less than a second to do one-to-one authentication. Due to the small size of the
fingers, the authentication device can also be compact.



Table 1. Comparison of Various Biometric authentication techniques

Recognition  Recognition  Authentication  Outside Security Fal.se . False
Rejection  Acceptance
Technology  Technology = Mode Influence Level
rate Rate
Intact
Fingerprint surface,
Fingerprint serp Touch type clean, and Low 0.1% 0.001%
pattern d
ry and wet
environment
Information Iz;;%lhttiﬁ:il)?
Human Face  of human Non-touch type . Low 2.6% 1.3%
face capturing
human face
Camera lens,
Surface Non-touch type, Eggmgl
Iris information eyes irradiated h Y 1 High 0.01% 0.0001%
of iris by light physica
condition,
contact lens
Internal
. Non-contact features are
Vein pattern near infrared ra not affected
Finger Vein in human S Y High 0.01% 0.0001%
bod irradiation on by the
o4y finger outside
world

4. Conclusion

This paper started with overview of biometric authentication systems as well as
different issues and challenges related to implementation of such systems. It is found
that each of biometric authentication system has advantages and disadvantages, but we
can be concluded that, the finger vein based authentication provides understandable
advantages compared with other biometric authentication systems due to contactless,
liveness detection, in-body hidden characteristics, perfect and distinctive authentication
and independence of external influence.
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