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The life of humans is made easier through the invention of
computer which is being used for various purposes starting
from the individual to large organizations across the
globe.

Computers and internet have become very necessary and
useful in our daily lives. This gave birth to cybercrime;
cyber-crime is any illegal activity which is committed using
a computer network (especially the internet). Cyber-
crime involves the breakdown of privacy, or damage to
the computer system properties such as files, website
pages or software. Most of the cases in India were found,
crimes are committed due to lack of knowledge or by
mistake. Cybercrime is any criminal activity involving
computers and networks.

Now comes the term “Cyber Law”. Cyber Law can be
described as the laws that deals with legal issues related to
use of inter-networked information technology.

Research Objectives:

» To study about Cyber-Crimes.

» To study about Cyber Criminails.

» To study about Cyber Law in India.



Limitations

According to the data collected by a team in the past few
months considering the amount of time given to us (3-4
months) is very limited and the information obtained by a
research does not cover the whole topic of cybercrime on
which we have done our project, considering the fact that
the data is only based on cybercrimes committed in India an
occurred in certain states.

Research Methodology

1.Primary Datas Our Research has no primary data as it is
entirely based on secondary data.

2. $econdary Data: This research is entirely based on the
secondary data to study on cybercrimes in India. The
secondary data is collected from the reputed newspapers,
magazines, journals and various sites on the internet.

Review of Literature:

» Criminals are taking advantage of the fast internet speed
and benefit provided by the internet to perform large
and different criminal activities, says Agarwal. In her
article, she suggested that it becomes the duty of all the
active internet users to be aware of the cyber-crime and
the cyber law made to deal with cyber-crimes.

» A survey was conducted by the Mehta about the
awareness of the cybercrime in India which resulted those
men are more aware about the cybercrime than women.



» Another survey by Hasan in 2015 on awareness of
cybercrime in Malaysia where female students are more
aware than male students.

To study about Cyber-crimes

Cybercrimes are the types of crime that are committed in
the cyber world. This type of crimes has expanded its roots
very rapidly in every aspect of life. The term cybercrime is a
wide term and therefore cannot be explained in one or two
sentences. This is a type of crime in which computers and
computer networks are put into use or more specifically,
abuse and the crime is committed either through them or to
them or both.

According to the survey by Ipsos, the frequency of
complaints in India is much higher, that is, 32% more than
the USA, UK and other advances technology countries where
it ranges only about 11-15%. One of the main causes of such
rapid increase in the cybercrime cases is the dependency on
the internet even for the most basic requirements.



History of Cybercrime:

In the early erqg, the crime related to computers were to
destroy them physically. There was no cybercrime. During
1870's, initial cases of cybercrime appeared where teenagers
were known for telephone phrasing. By the 1990s, internet
was seen as the fastest medium in human history and
increase in technology. In 1992, the first cybercrime case
appeared where the first polymorphic virus was released. In
India, the first case of cybercrime was of Yahoo V. Akash
Arora.

Classifications of Cyber-crimes:
Some types of cybercrimes are:

1.Hackings Hackers is an unauthorized user who attempts
to access the information from a victim’s system. Hacking is
a crime even if it does not provide any visible damage but
attacks the privacy of data.

2. Cyber $talking: Cyber Stalking involves the use of
internet to harass or threat or false accuse someone. It is
main done by men and the majority of victims are women.

3. $pammings This type of cybercrime involves, sending of
unsolicited bulk and commercial messages over internet. It
causes damages such as overloading networks or negative
impacts on consumer attitudes etc.

4. Phishings It is a criminally fraudsters where they earn
huge amount of money by acquiring sensitive information
such as username, password and credit card details.

5. Web Jackings The term refers to forceful taking of
control of a website by cracking the password.



6. $preading Computer Virus: The unauthorized user will
provide or make some set of instruction which will perform
some malicious operations. The virus may stop the normal
function of the system and will ruin the system. This may be
done by the following- Emails, CDs, Pen Drives, Multimedia,
Internet.
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Fig.1 Cybercrime Rate in India.

The rate of cybercrime in above fig has increased from 2015
that is 70.50%. It has constantly increased since 2015 till the
year 2017(70.50%-79.20%). After 2017 the cybercrime rate
decreased by 2% from 79.20% to 77.20%. As every year the
internet users are increasing the rate of cybercrime in 2019
has again increased by 1% that is in 2019 (78.00%).



To study about Cybercriminals

Cyber criminals are individuals or group of people who
perform hostile activities on digital systems or using
technology to steal the computer information or personal
data to generate profit. They are very difficult to identify on
both individuals or group level because they use various
security measures. Cyber security experts informs that the
cyber criminals are using more ruthless methods to achieve
their objectives.

The growth of the global cybercriminals network, which
increased the opportunities for financial incentives, has
created a number of different types of cyber criminals, many
of them are threat to the government and corporation.

Types of Cybercriminalss
1.ldentity Thieves:

Identity Thieves are those cyber criminals to access the
victim's personal information like- Name, Address, Phone
number and many more. They use such personals
information to make financial information and social
security number. Identity theft is one of the oldest
cybercrimes during the early year of the internet. Initially,
they basic use hacking techniques, to steal the desired
information.



2¢ Internet $talkers:

Internet Stalkers are individuals who evilly monitors the
online activity of their victims to terrorize or acquire personal
information. This type of cybercrime is done through the use
of social networking platforms. The motives for such
attackers are differ depending on other cyber criminals, but
many internet stalkers seek to acquire important
information that they can be used that they can be used for
bribery, slander or both. Businesses should be aware of
internet stalkers as well as they strategies that they utilize,
their employees become the victims of internet attackers.
The internet stalker causes emotional distress to the
employees or obtain data for blackmail.

3.Phishing $cammerss

Phishers are cyber criminals who attempt to get the victim's
personal or sensitive information from his computer. This is
often done with phishing websites that are designed to copy
the small-businesses, corporate, firm or government websites.
victim's computer often falls in prey to such type of activities
by unknowingly providing their personal information. When
such personal information is obtained by the frauds, they
either use it for personal use or sell it in dark web. It's
important for the businesses to be aware of such activities
and follow protective measures.

4. Cyber Terrorists:

Cyber terrorism is a well-developed, politically inspired
cybercriminal in which he takes the information or
government computer systems and networks which results in
harming the country, individuals, organization and



businesses. The main difference between the cyber terrorism

and cyber-attack is that cyber terrorism depends on stealing
the data related to government or political to gain financial
requirements.

5. Kids (age group 9-16):

As it is hard to believe that kids can also be cyber criminals
knowingly or unknowingly. Teenagers are the most amateur
hackers. To these teenagers, hacking the computers or
websites and stealing information is pride for them. They
commit these crimes without knowing that what they are
doing is crime.

How to avoid being a victim?

1. Use Strong passwords.

2. Keep Your social media accounts private.
3. Secure your Mobile Devices.

4. Protect your data.

5. Protect your identity online.

6. Keep your computer current with the latest patches and
updates.

7. Protect your computer with security software.

Case study
ATM System Hacked in Kolkata:

In July 2018, fraudster had hacked a Caranna Bank ATM
server. They were more than 50 victims who lost their




money. It was found that they have planned to target more
than 300 ATM users in India. The hackers have wiped off the
ATM with minimum of INR 10,000 and maximum of INR
40,000. On August,2018, two men were arrested who were
the hackers who used skimming method to hack ATM.



Objective-3
To study about Cyber Law in India

India cyber laws carry the information technology act 2000
which came into force on October 17 2000. The main
purpose of this act is to provide legal acknowledgement to
electronic commerce and to facilitate filing of electronic
records.

Cyber law helps protect the users from harm and serious loss
of personal information and data by enabling investigation
and prosecution of online criminal activity.

Need of Cyber Law:

It was very necessary that cyber laws would come into
existence, which helped the country deal with cyber criminals
and digital and technical, and internet crimes.

Cyber law plays and very important role in the new
approach of technology. Many people might not be aware
of it but every action taken in the cyberspace has his own
legal and illegal aspects.

It is very important that is cyber law is very important cause
it is connected to all the transactions made with the help of
internet and all the data shared with the help of internet.

India’s legal system in place is extremely detailed and will
defined several laws have been enacted and implemented
and foremost among them was the constitution of India.



Beginning of the rise of new and complex legal issues have
been signaled with the arrival of internet. By keeping in
mind the cultural scenarios of the relevant time, it may be
pertinent to mention that all the existing laws in place in
India where enacted.

All the different activities of cyberspace including all relating
aspects could not be interpreted in the light of emerging
cyberspace. Hence comedy need for enactment of relevant
cyber laws.

Existing laws did not give any legal validity or sanction to
the activities in cybercrime. For example, majority of female
users use require the internet, email is not “legal” in our
country till today.

Key Elements of information technology act 2000:
e Now e-mail is a valid and legal form of communication.
e Legal validity given to digital signatures.

e Notices on internet through e governments is allowed
through this act.

e The companies or the company can communicate through
the internet.

e This provides remedy in the form of money to the
company if in case there is any harm or loss done to the
company.

Overview of other laws amended by the IT,2000 are
as followss
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TEMPTING WITH THE

COMPUTER SOURCE
DOCUMENTS.

HACKING WITH
COMPUTER SYSTEM,
DATA ALTERATION.

SENDING OFFENSIVE
MESSAGES THROUGH
ANY COMMUNICATION

SERVICES.
IDENTITY THEFT.

CHEATING BY

CHARACTERIZATION BY
THE USE OF COMPUTERS

RESOURCES.

PRIVACY OR VIOLATION.

PUNISHMENT

3 YEAR
IMPRISONMENT OR
FINE OF RUPEES 2
LACS OR BOTH.

3 YEARS OF
IMPRISIONMENT OR
FINE OF 2 LACS OR
BOTH.

3 YEARS OF
IMPRISONMENT
FOLLOWED BY A
FINE.

3 YEARS OF
IMPRISONMENT OR
FINE OF RUPEES 1
LAKH.

3 YEARS OF
IMPRISIONMENT
ALONG WITH FINE
THAT ALSO MAKE
STAND UP TO
RUPEES 1 LAKH.

3 YEARS OF
IMPRISIONMENT OR
FINE 2 LAKH.



Findings:

1.From the above survey tools found out that there are
different ways of committing cybercrimes and every
different type of crime there are different set of rules and
judgement.

2. According to the data analysis it was found out that
there is no specific age group for people who commit
cybercrimes even though the data is very limited.

3. There was a significant jump in cybercrimes reported in
the year 2019 in India, that year over 44.5 thousand
cybercrime cases were reported.

4. There is no reasonable motive behind people who
commit cyber-crimes, they are committed mostly with the
intent of causing trouble to specific people and society.

5. Over the years the Indian government has introduced a

lot of rules and regulations regarding the usage of internet

and different ways of finding out the people responsible for
committing cybercrimes.

6. The Indian constitution has changed and improved a lot
considering the situation over the years 7. The same
punishment is given to a single individual or a group
involved in committing a cybercrime depending upon the
matter.

8. There are certain case studies which help an individual
understand how a cyber-criminal think does his work and is
an awareness for public.



Suggestions:

There are different types of punishments for people
committing cyber-crimes and different types of laws and a
number of ways to find out the people committing cyber-
crime, in spite of all that people need to be very careful and
be aware about the cyber-crimes, the awareness could be
spread through different media platforms and awareness
performances. The cyber cafe owner needs to be very precise
and careful while collecting the data of the internet users
and people need to be very much careful with hackers and
scammers who tried to obtain your personal data and hijack
your personal devices with the help of links pop up ads etc

Conclusion:

The above data is the total information that our group has
collected in the time given to us for our project. Cybercrime
was a very vast topic a lot of people all over the world have
faced this situation. Although the data we have collected
does not cover the whole topic as the research has been
done on the incidents that have taken place in India and up
to certain specific States.

The data we have collected is very accurate even though it
is limited and very useful for the people which helps them
understand about internet, cybercrime, cyber criminals and
cyber law. The judgement is totally based on the laws made
by the Indian constitution against the cyber criminals and
are not our point of view neither are the point of use of



people in India. Cyber-crime is a delicate topic and is one of
the major social problems faced by people. The people
found of committing the crime either be a single individual
or a group will be punished by the court as per the law and
every crime has its own punishment.

The above data helps us understand about the cyber-
crimes its history and the changes it has been through over
the years; it helps us understand about cybercriminals the
way they behave the reason for them to commit such crimes
and why do they commit such crimes and about the cyber
laws which are made for people who have found guilty of
committing this crime. All that is based on the data we have
collected and not our perspective as project does not go
against the laws and the research has been done by putting
those laws into consideration.
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