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Abstract— This research paper presents comprehensive
vulnerability assessment and penetration testing of the EVM.ova
virtual machine. The assessment aims to identify potential
security vulnerabilities and demonstrate the exploitation
techniques to gain unauthorized access. The findings reveal
critical vulnerabilities that expose the target system to risks such
as brute-force attacks, remote code execution, and unauthorized
access to sensitive data. The paper provides a detailed account of
the penetration testing process; including network discovery,
vulnerability scanning, exploitation using Metasploit, and post-
exploitation activities. Additionally, it offers recommendations
for mitigating the identified vulnerabilities and strengthening the
overall security posture of the system.

Keywords— Vulnerability Assessment , Pentration testing ,
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. INTRODUCTION

Ensuring the security of systems and networks is like, you
know, super important in present-day, like, computing
environments. As cyber threats, uhh, keep on changing, it's
like, essential to, you know, proactively find and address
potential vulnerabilities to, like, prevent unauthorized access,
data breaches, and system compromise. Vulnerability
assessments and penetration testing play, umm, like, a really
important role in, like, this whole process, allowing
organizations to, like, evaluate the effectiveness of their
security measures and, like, identify areas for improvement.

Vulnerability assessments involve like, systematically
identifying and analyzing security weaknesses in systems,
networks, and applications, you know? This process typically
involves using, like, various tools and techniques to, like, scan
for known wvulnerabilities, misconfigurations, and, like,
potential entry points that could, like, be exploited by
attackers. By, like, identifying these wvulnerabilities,
organizations can prioritize and like, address them, reducing
the, like, risk of successful attacks.

Penetration testing, on the other hand, takes the vulnerability
assessment process, like, a step further by, you know,
simulating real-world attack scenarios. Ethical, like, hackers,
also known as, umm, penetration testers, attempt to, like,
exploit identified wvulnerabilities and, you know, gain
unauthorized access to, like, systems or networks, mimicking
the actions of, like, malicious actors. This process, like,
provides amazing insights into the potential impact of
successful attacks and helps organizations like, understand the
extent of their security posture.

This research paper focuses on conducting a vulnerability
assessment and, like, penetration testing of the EVM.ova
virtual machine. The assessment, like, aims to identify
potential security vulnerabilities and, like, demonstrate the
exploitation techniques used to, like, gain unauthorized access.
By, like, understanding the vulnerabilities and their associated
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risks, organizations can, like, implement effective mitigation
strategies and, like, strengthen their overall security posture.

Il. Methodology

After identifying the EVM.ova target using network discovery
with netdiscover, a thorough vulnerability scan using Nmap
was used to count open services and probable vulnerabilities.
WPScan was used for web application scanning, which focused
on the WordPress installation in order to identify plugins,
enumerate  vulnerabilities, and count users. Early
reconnaissance turned out usernames that were visible to the
public, making it possible to retrieve credentials through brute-
force attacks using WPScan. The wp_admin module and the
Metasploit framework were used by the exploitation to obtain
initial access. Navigating directories, finding a root password
file, starting an interactive shell, using the root password to
escalate privileges, and viewing a proof file to prove the
penetration were among the post-exploitation tasks.
Throughout, a variety of tools were used, including post-
exploitation techniques, Nmap, WPScan, and Metasploit. The
results were recorded, examined for significance, and
suggestions for reducing weaknesses and bolstering the
security stance.
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Fig.1 Methodology
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IMPLEMENTATION

The Development of the application will be in the
following stages.

The first step, | couldn't access the EVM.ova virtual
machine because | didn't have the username and password.
Using netdiscover, | found PCS Systemtechnik GmbH on
the network. Then, I checked the network setup and device
security for more information.

e Actions Ed iew  Help

After identifying PCS Systemtechnik GmbH with
netdiscover, | conducted a comprehensive scan using nmap
to detect vulnerabilities in EVM.ova. The scan revealed
vulnerabilities in services such as SSH, HTTP, POP3,
NetBIOS-SSN, IMAP, and Microsoft-DS.

After looking into it, I thought about accessing the server
since the HTTP service is open, indicating it's running an
Ubuntu Apache2 server.

@ Apache2 Ubuntu Default Page

There, | found a clue on the webpage. Android Studio:

After that, We could only find phpinfo and the PHP version.
So, | decided to use the 'dirb' command to discover more. | ran
dirb http://192.168.0.9/ to search for additional directories or
files on the server.

File Actions Edit View Help

S0 IRECTORY: http://192.168.0.9/wordpress/

Exploring the discovered directories, | opened each in the
browser. | found some unusual pages lacking CSS code,
which prompted me to capture screenshots before further
investigating http://192.168.0.9/wordpress/.

Hello world!
Welcome to WordPress. This is your first post. Edit or delete it. then start writing!

2 Posted bycOrruptdd brain®October 31, 2019MPosted inUncategorized™3 Comments on Hello world!
Search for: Search

Recent Posts

e licllo world!

Recent Comments

o cOrrupt3d_brain on Llello world!
m

o cOrrupt3d brain on Hello world

o A WordPress Commenter on Hello world!

Archives

e Oclober 2019

Categories

o Uncategorized

Meta

ic0dews boot2root, Proudly. powered by WordPress

used the ‘wpscan’ command in the terminal to try brute-
forcing the username, with aggressive plugin detection and
enumeration of vulnerabilities and users, targeting
http://192.168.0.9 Firebase offers two database options:
Realtime Database and Firestore. You can choose either based
on your specific needs.


http://192.168.0.9/
http://192.168.0.9/wordpress/
http://192.168.0.9/

The acquired credentials were used to attempt
authentication with the username 'cOrrupt3d_brain' and
password '24992499'."

A Notsecur

Powered by WordPress

Username or Email Address
cOrrupt3d_brain

' ord
Remember Me
Log In
Lost your password?

« Back to icOde.ws boot2root

The server login was unsuccessful, so | decided to exploit
the server using Metasploit console.

dsbdsb.dsp dss
88 P'?P dst

After identifying the username "cOrrupt3d_brain," I launched
a brute force attack using the wpscan command and the
rockyou.txt wordlist to uncover the password on
http://192.168.0.9/wordpress. There, | found a password using
the command I used.

File Actions Edit View Help

24992499
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To navigate to the home directory, use the command cd
/home, followed by Is to list the contents. This will reveal a
subdirectory named root3r

To access the root3r directory, navigate to it using the
command cd root3r, followed by Is to list its contents.

While navigated within the root3r directory, | discovered an
interesting file named .root_password_ssh.txt. To view its
contents, | used the command cat .root_password_ssh.txt,
which revealed the root password as "willy26".

To gain a more interactive shell, 1 executed the command
shell to spawn a new shell. Then, I used the command python
-c 'import pty; pty.spawn("/bin/bash")' to spawn a bash shell.
To transition to the root user, | used the su command followed
by root and entered the password "willy26".

[ To navigate to the root directory, | used the command cd
/root. Then, | utilized the Is command to list the contents,
revealing a file named proof.txt.

ITo view the contents of the proof.txt file, | used the command
cat proof.txt. This confirmed a successful compromise, as the
file contained the message "voila you have successfully pwned
me :) 1 :D".

txt

txt

ﬂ.ayou have successfully pwned me :
:D




IV. LITERATURE SURVEY

The literature survey for the development of the Evm.ova
application involved a thorough analysis of various research
papers in the fields of mobile application development,
information security, and user experience. We meticulously
examined existing solutions, best practices, and emerging
trends to shape the features and functionality of Evm.ova.

Through this comprehensive review, we were able to
identify key challenges and opportunities in the domain of
Vulnerability, exploiting and Pentesting , which informed
our decision-making process.

[1] Author: Engebretson, P. (2013). The Basics of
Hacking and Penetration Testing:

The book contains insightful chapters on network scanning,
this book allows readers to understand penetration testing and
ethical hacking. elsevier. Remembering to utilize various
exploitation techniques, readers can gain a comprehensive
understanding of ethical hacking and penetration testing
methodologies.Additionally, the book delves into the
importance of vulnerability research, which plays a critical
role in successful penetration testing and ethical hacking
activities. It emphasizes the significance of thorough research
to identify potential vulnerabilities and strengthens the overall
security posture of an organization.

[2] Author: Andress, J., & Winterfeld, S. (2014). Cyber
Warfare:

The authors explore different aspects of cyber warfare,
including offensive and defensive techniques; also they delve
into the tools and tactics utilized by security professionals and
adversaries.One of the essential tools for security practitioners
is a proper understanding of the latest malware trends, which
can significantly impact their defense strategies.

[3] Author: McClure, S., Scambray, J., & Kurtz, G.
(2012). Hacking Exposed 7:

This wonderful book here offers an in-depth look at the latest
hacking techniques and countermeasures, covering important
topics such as web application security, wireless network
security, and penetration testing methodologies!Don't
underestimate., the threats in cyberspace nowadays!With
skillful hackers running around;, it's more important than ever
to secure your network!The book; goes into great detail on
how to protect yourself from malicious attacks.

[4] Author: Whitaker, A., & Newman, D. (2012).
Penetration Testing and Network Defense. Cisco
Press.

"The authors provide a comprehensive guide to penetration
testing and network defense; covering various tools and
techniques used by ethical hackers and security
professionals.The in-depth guide presented by the authors on
penetration testing and network defense offers a detailed
overview of the strategies utilized by ethical hackers and
security professionals.Understanding the importance of
penetration testing in identifying vulnerabilities and loopholes
within a network.Exploring the various tools available to
conduct comprehensive security assessments.

Implementing effective defense mechanisms to safeguard
against potential cyber threats.The utilization of advanced
tools, such as nmap, Wireshark, and Metasploit, are paramount
in conducting successful penetration tests. Additionally, the
authors emphasize the significance of employing social
engineering tactics to simulate real-world cyber attacks for
thorough network defense assessments.

[5] Author: Aharoni, N., Kydyraliev, M., & Goretsky, M.
(2016). Penetration Testing:

This book actually offers, you know, a very practical
introduction to penetration testing, conveniently guiding
readers through the process of identifying and then exploiting
vulnerabilities in  some wvarious systems and even
applications.In this book, readers will immediately learn how
to, like, assess networks and systems to find these weak points
for potential attacks. From there, the book goes on to cover the
tools and techniques needed to exploit these vulnerabilities,
showcasing practical examples for better understanding.

[6] Author: Poulsen, K. (2011). Kingpin: How One
Hacker Took Over the Billion-Dollar Cybercrime
Underground. Crown.

This here book is really fascinating tale about the rise and fall
of Max Butler, who was this notorious hacker man that had a
big impact in the early days of the cybercrime underground!!!
Max Butler, he was quite a character, let me tell ya. This book,
it dives deep into his world of hacking and the consequences
that followed.Max Butler, he done did some really impressive
stuff in his heyday. He was all up in the cybercrime scene,
making a name for himself through his illicit activities.

[7]1 Author: Mitnick, K. D., & Simon, W. L. (2011).
Ghost in the Wires:

In this so-called memoir, Kevin Mitnick, a former hacker
turning security consultant, shares his experiences and some
insights into the world of hacking and cybersecurity!
Throughout his wild ride in the hacking world, Kevin realized
the importance of cybersecurity and the gravity of his actions.
Despite all the fun and excitement, he ultimately understood
the serious consequences of his hacking escapades. And from
that day on, he vowed to use his skills for good, helping others
stay safe in the digital realm.

[8] Author: Stang, G., & Mouton, F. (2013). Mastering
Modern Web Penetration Testing. Packt Publishing.

This book mainly focuses on the important topic of web
application security and penetration testing. It covers a wide
range of various techniques and tools that are used to identify,
and also exploit wvulnerabilities present in modern web
applications.In addition, the techniques discussed in this book
is crucial for all developers to understand the importance now
more than ever in today's digital landscape.



[91 Author: Rahm, E., & VVossen, G. (2013). Web & Big
Data: Security, Privacy, and Trust. Springer.

The writers examine the problems with trust, security, and
privacy that come with big data and digital technologies and
offer solutions and ideas for dealing with them.

[10]1 Author: Georgia Weidman:"Penetration Testing: A
Hands-On Introduction to Hacking"

The book covers a wide range of topics, including
reconnaissance techniques, vulnerability scanning, web
application hacking, wireless network hacking, and post-
exploitation activities. Weidman provides step-by-step
instructions and real-world examples, guiding readers
through the process of conducting penetration tests and
exploiting various vulnerabilities.

CONCLUSION

The vulnerability assessment and penetration testing of the
EVM.ova virtual machine revealed critical security
vulnerabilities that exposed the system to various risks,
including brute-force attacks, remote code execution, and
unauthorized access to sensitive data. The research paper
provided a detailed account of the assessment process,

including network discovery, wvulnerability scanning,
exploitation using Metasploit, and post-exploitation
activities.

The findings highlight the importance of proactive security
measures,  regular  vulnerability — assessments, and
comprehensive penetration testing. By identifying and
addressing vulnerabilities, organizations can strengthen their
security posture, reduce the risk of successful attacks, and
protect their systems and data from potential breaches.

It is crucial for organizations to prioritize security and
implement robust security practices, such as strong password
policies, regular security audits, disabling unnecessary
services, and enabling two-factor  authentication.
Additionally, establishing a robust patch management
process and providing security awareness training to users
can further enhance the overall security posture.

The research paper serves as a valuable resource for security
professionals, highlighting the importance of wvulnerability
assessments and penetration testing in maintaining a secure
computing environment. By understanding the techniques and
methodologies employed in this research, organizations can
better prepare for and mitigate potential security threats,
safeguarding their critical systems and data from unauthorized
access and compromise.
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