EasyChair Preprint
Ne 14116

‘j“‘ 220

Smart Cities and Sustainable Development:
Global Scenario

Hillol Biswas

EasyChair preprints are intended for rapid
dissemination of research results and are
integrated with the rest of EasyChair.

July 25, 2024



Page 1 of 31



Smart Cities and Sustainable Development: Global Scenario

Hillol Biswas

Page 2 of 31



Page 3 of 31



List of Figures

Figure 1: The ratings based on Technology 2024 as per SCIL data..........cccoovvivrieriinieninieieneneenennenn 11
Figure 2: The ratings based on Structure 2024 as per SCILdata .........ccvvverirenienineene e 12
Figure 3: The smart city rating 2024 bar chart based on SCI data..........cccccvvviiirinieiiieineee 12
Figure 4: The bar chart of the number of cities in the respective countries in the SCI data ................. 13
Figure 5: Avenida Escazu, a smart building in San Zose, Costa Rica's capital, one of the healthiest
countries in the global TANKINEZ. .......ccuiiiiiiiiiie bbb n e 14
Figure 6: Smart Electric Bus connected with Overhead lines for smart mobility and sustainable
development in Hangzhou, capital of Zhejiang province, China.........cc.ccoceviriniiiiiiniisceeens 14
Figure 7: Seoul, the South Korean capital, is one of the top Smart City ..........ccovvriveiiiiiiininiecnennnn 15
Figure 8: Wifi equipped roads and Green corridor for Ambulance in the city of Seoul ..............c.c...... 16
Figure 9: Artificial intelligence-machine learning and deep learning Venn diagram.............ccocceevennee. 17
Figure 10: The systemCodeNumber column depicts the value counts ..........cc.ccovvrveriiinieninienennenn 21
Figure 11: The occupancy and occupancy percentage plot..........cocververeeiiiniiniieiee e 21
Figure 12: The Capacity and Occupancy PlOt..........ccocueiiiiiiiiiiiiiieeescse e 21
Figure 13: The occupancy bar chart in the respective hours of the day in the car park............c..c.c..... 22
Figure 14: The two-month occupancy plot for 2016 .........ccoviiiiiiiiiie e 22
Figure 15: The weekday plots for two months in 2016 0CCUPANCY .....vevvvervvirereererienie e 22

Figure 16: The monthly occupancy plot for the respective weekdays23
Figure 17: Correlation heatmap plot of the parking dataset, categorical variables converted to

NUMETICAL TOTINIS ...ttt b e b e b e e bt e e be e e ab e et e e ebe e sbe e sbeesanesnnesneas 23
Figure 18: Invisible cyber attacker tends to target smart grids and smart city ecosystems and look for
VUINETADIIIIES ...t s 27

Page 4 of 31



List of Tables

Table 1: In 2024 City Ranking Order and 2023 Ranking Comparison for First Five Global Cities....... 9
Table 2: Groupby column of Smart City 2024 ranking, corresponding ranks, and city name of the SCI

2024 ALA. ...t R ettt 10
Table 3: The top 5 rows of the dataset as in pandas data frame post pre-processing...........c.ccuevevvernne 20
Table 4: The bottom five rows of the dataset as in pandas data frame post pre-processing ................. 20
Table 5: OLS Regression RESUILS. ..o 23
Table 6: Machine learning Algorithm and feature importance ............ccocevvvveie v 25
Table 7: Performance metrics of different machine learning algorithms...........ccoccovveiiiienieninicnenenn, 26

Page 5 of 31



Contents

ADSITACE ...ttt s a e bbbt sre 7
INEEOAUCHION. ....eiiiiii et sae 7
Components Of SMATT CIEY...c..eevireeieeriireere ettt st s e e sr e ee st e ese e nesee e e e sreeanes 8
Global Smart Cities ECOSYSEEIML......cccueriiriiriiirieieni ettt 9
SUSEAINADIIIEY ..ttt ettt st s r e e r e s ea e s r e e r e re e ne e s 14
Artificial intelligence and Maching l€AIrMING .........ccververviirriieriierieree st e e e seesaesre e e esaeenees 16
| D] 10 ) ) P P T USRI P PP PPPPPT 16
Types of MAChINe LEAIMING ......eecviriieieiirieereeee et sre e 17
Supervised Learning TYPES ....cccvieeererirrierineeesie ettt st se e sr e st s e ee e re e 17
Unsupervised Learning TYPES......ccueeeueririeririeesieeeete sttt ettt ssee e sre e see e eanes 17
Reinforcement LEAINING ......coceereiriiiiieiieieesteesteenite ettt sttt sbe e st esbeesbeesaee e 17
DEEP LEATTIING ..c..eenteeieeeieeete ettt ettt e st st st e b e b e e b e sbe e sae e et e et e e nbeesnne e 17
TIME SEIIES ANALYSIS .eeverreeiiriirieeiiseetert sttt sttt ettt sr e st sbe e b e s b e emeennesaee e e aneeanes 18
Data Analytics and Artificial intelligence/machine learning use in the smart City .......cc.ccoceeveernennen. 19

A Use Case of Birmingham Car Parking Data...........cccceeiieiiiiiiniiiiieseseeneeeeeeee e 19
Cyber Security ASPects in SMATT CitY.....evveruirrieiiereereeree ettt sree e saeeeaeees 26
INthe BN .ot 27
ACKNOWIEAZEIMENE ...ttt sttt st e e s bt e e s b e ebee b e sbeesee bt sae e e e sbesasenresneens 28
RTETEIICES .. ettt ettt b s et b et s b e bt e b s bt et e bt s e resreenenreeneens 28

Page 6 of 31



Smart Cities and Sustainable Development: Global Scenario

Abstract

In the contemporary challenges of climate change, global warming, and carbon emission era, smart
city building is a vast global approach undertaken by the respective countries. In the cyber-physical
world of many dimensions, the use of data streaming out from many sources is a massive inspiration
for exploring yet untapped potentials. The use of artificial intelligence, albeit ethically, has the
potential to streamline the global stride for ripping the benefits. The attention to the global
classification of smart cities on defined parameters is inspiring for inculcating improvements to make
smart cities and sustainability a consistent and coherent approach. Innovations, new approaches, and
progress in smart city-making can be achieved with the proportionate transpiring of artificial
intelligence. Exploring new areas for artificial intelligence use should be a common focus for the
'democratization' of this emerging technique. Apart from discussing a few areas of smart city and
sustainability, this chapter also provides a typical use case of using a few regression machine learning
techniques for gaining intelligence based on open-source Birmingham, United Kingdom parking data.

Keywords: Smart City, Artificial Intelligence, Data Analytics, Cyber Security, Smart City Index

Introduction

“A smart city is where traditional networks and services are made more efficient using
digital solutions to benefit its inhabitants and business. A smart city goes beyond the use of
digital technologies for better resource use and less emissions.” European Commission, on
Smart City [1].

"Smart Cities focus on their most pressing needs and the greatest opportunities to improve
lives. They tap a range of approaches - digital and information technologies, urban planning
best practices, public-private partnerships, and policy change - to make a difference. They
always put people first.” What is a Smart City [2]

Smart cities are a way of life focused on utilizing previously unheard-of technological advancements
like artificial intelligence systems, the Internet of Things, and big data. The goals are to maximize
resource utilization, minimize energy consumption and waste, foster an environment that encourages
creativity and innovation, and improve people's quality of life by lowering living expenses and making
life simpler and safer [3].

When governments describe any aspect as "smart," it alludes to how physical space and a layer of
technology interact, including breakthroughs that support system learning and the integration of ICT
infrastructure using the platforms of virtual clouds. The concept of "smart growth," which first surfaced
in the 1980s with the rise of the New Urbanism movement, gave rise to the term "smart city." With the
communitarian principles of improving urban living through limited land usage and questioning
developmental concepts influenced by the automotive, real estate, and oil sectors, New Urbanism tried
to improve the thinking of the 1970s, a decade of superhighways and urban sprawl. The 1990s
technological boom and New Urbanism concepts laid the groundwork for the rise of the smart city
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movement. The inaugural "Smart City Summit" was held in 2004 at a Toronto, Ontario, Canada
conference. A smart state or city aims to provide the highest quality of life for its residents and guests.
The Europe 2020 strategy, the IBM smart planet, and the Kyoto Protocol are examples of frameworks
that offer an optimal quality of life. Cities in the Americas, Europe, Asia, and the African Union are
implementing smart city projects to improve the quality of life for their citizens by utilizing improved
ICT and Internet of Things technologies. One approach to achieving equitable distribution of public
services across numerous access points—such as senior living communities, libraries, post offices,
schools, and other public spaces—is using smart city infrastructure [4].

Digital technology is used in a smart city to connect, safeguard, and improve the lives of its
residents. As a nervous system, 10T sensors, security cameras, social media, and other inputs
give residents and the city manager continuous information to make wise judgments [5]. From
the UN perspective, developing inclusive, livable, and sustainable urban regions is a top
development objective, as evidenced by the Global Center's establishment of a program
focused on smart cities. Utilizing innovation and technology, smart cities enhance the urban
environment, resulting in a higher standard of living, increased prosperity and sustainability,
and more involved and empowered residents. The Global Centre is located in Singapore, which
has been repeatedly acknowledged as a top smart city. Digitalization plays a significant role in
enhancing lifestyles and means of subsistence [6].

National Institute of Standards and Technology (NIST), USA frameworks of Smart City, 2018 stipulates
interoperability, composability, and harmonization, among other things. The term “interoperability”
describes the capacity of several systems and parts to function together, even when parts are
integrated and substituted from various sources. Different stakeholders have different
"concerns,” which specific technologies must address. Every one of these issues—such as
communications, cybersecurity, or precise timing—represents an additional aspect of
interoperability. "composability" describes the capacity to include new features while
preserving ongoing system integration and advancement. It would be preferable to acquire
these functional additions gradually rather than completely replacing or re-engineering the
system. Achieving interoperability between technologies and systems—even when they
initially seem incompatible—is called "harmonization.” These technologies could, for instance,
originate from various industries (such as energy, public safety, or transportation), or they
might be created with adherence to different standards from various standards development
bodies. Interoperable and complementary solutions can be produced by harmonizing the
various requirements. Composability and interoperability, the other two objectives of the
framework, cannot be achieved without harmonization [7].

Components of smart city

Anthopoulos, 2015 [8] cited different prevalent architectures and a generic multi-tier ICT architecture
meeting, among other things, UN-Habitat key-performance indicators, containing five layers viz.
natural environment, hard-infrastructure (ICT and non-ICT based), services, and soft infrastructures as
corresponding layers. The elements of a smart city are environment, mobility, economy,
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people, living, and governance as ascribed by various scholars [9] and sub-areas of the smart
city concept, with each having 4 clusters viz. smart technology, socio-economic aspects,
environmental aspects, and urban logistics. Moreover, their literature study revealed a
deficiency in research, indicating that integrating the smart city concept needs to be more
adequately incorporated into a comprehensive and diverse vision of the future. Adopting the
smart city concept can enhance the quality of life for individuals by offering innovative
solutions to long-standing issues, such as pollution, traffic congestion, and energy wastage
[3]. Scholarly categorization of smart cities as smart infrastructure, smart economy and
policy, smart technology, smart sustainability, and smart health as depicted by Stubinger et
al. [10]. The social dimension encompasses principles of fairness, self-governance, individual
welfare, and fulfillment of basic human requirements.

In contrast, the economic dimension pertains to the economic strength and variety of
metropolitan regions. In the context of this research, an urban environment can be considered
sustainable when it successfully achieves social fairness, conservation of the natural
environment and its resources, economic vitality, and a high quality of life. The concept of
urban sustainability is often discussed in smart city literature. However, it is essential to
determine how much this concept is integrated into understanding smart cities and how
thoroughly it is addressed [11]. Smart city Barcelona, which gained success and
acknowledgment, boasts of components of smart districts, living lab initiatives,
infrastructures, newly introduced services for the citizens, open data, and smart city initiative
management [12].

Global Smart Cities Ecosystem

IMD Smart City Index (SCI) classifies the global smart city based on some defined criteria. It
uses the rankings, rating, structure, and ranking for the previous year, which depicts any
change in ranking with respect to the current one for comparison purposes. The SCI 2024
Results for the top 5 ranked cities are provided in Table 1 [13]. The results IMD published
have been used to produce a few quick tabular form representations to gain a brief overview.
They are presented in Table 2 and Figures 1 to 4, respectively.

Table 1: In 2024 City Ranking Order and 2023 Ranking Comparison for the first five global
cities

City Smart Smart Structure Technology Smart City Change

City Rank City 2024 2024 Rank 2023

2024 Rating

2024

Zurich 1 AAA AAA AA 1 —_—
Oslo 2 AA AA A 2 _—
Canberra 3 AA AA A 3 —_—
Geneva 4 AAA AAA AA 9 +5A
Singapore 5 A A A 7 +2A

Zurich and Geneva in Switzerland, Oslo in Norway, Canberra in Australia, and Singapore City in
Singapore surface in the top five list among 142 cities worldwide.
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Table 2 provides a smart city rankings group list with the city names. The ranking A, AA, AAA, B,
BB, BBB, and CCC categories are based on the SCI 2024 results for quick comparison purposes.

Table 2. Groupby column of Smart City 2024 ranking, corresponding ranks, and city name of the SCI 2024 data

Smart City | Smart City | City
Rating Rank 2024
2024
A 5 Singapore
8 London
11 Stockholm
15 Prague
16 Taipei City
18 Amsterdam
20 Hong Kong
21 Munich
22 Sydney
30 Brisbane
33 Melbourne
39 Gothenburg
41 Rotterdam
42 The Hague
AA 2 Oslo
3 Canberra
6 Copenhagen
7 Lausanne
9 Helsinki
17 Seoul
23 Vienna
AAA 1 Zurich
4 Geneva
B 25 Riyadh
48 Doha
52 Mecca
55 Jeddah
BB 10 Abu Dhabi
12 Dubai
13 Beijing
19 Shanghai
34 New York
35 Madrid
44 Dusseldorf
45 Busan
50 Washington D.C.
53 Hanover
54 Tianjin
59 Riga
61 Lyon
63 Seattle

Page 10 of 31



BBB 14 Hamburg
24 Tallinn
26 Reykjavik
27 Luxembourg
28 Wellington
29 Bilbao
31 Auckland
32 Ljubljana
36 Boston
37 Berlin
38 Warsaw
40 Brussels
43 Vancouver
46 Ottawa
47 Vilnius
49 Paris
51 Toronto
56 Bratislava
66 Denver
CcCC 57 Zaragoza
58 Zhuhai
60 Shenzhen
62 Nanjing
64 Hangzhou
65 Guangzhou

Technology 2024
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Figure 1: The ratings based on Technology 2024 as per SCI data

Fig 1 depicts the ratings counts based on Technology 2024 on the different types viz. A, B, AA, BB,
AAA, BBB, and CC, respectively, fig 2 provides the ratings count based on Structure 2024 criteria.
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Structure 2024
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Figure 2: The ratings based on Structure 2024 as per SCI data

Fig 3 depicts the bar chart of city raking counts in each category. A, B, AA, BB, AAA, BBB, and CCC
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Figure 3: The smart city rating 2024 bar chart based on SCI data
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Figure 4: The bar chart of the number of cities in the respective countries in the SCI data

Fig 4 depicts the SCI 2024 country list, which contains a number of the cities belonging to the list.
The USA and China are at the top jointly, with ten cities in each country. The United Kingdom
appears second with eight cities, and Germany has six cities on the global list.

Barcelona ranks 81 in SCI 2024 and is known for the use of its integrative frameworks [14]. Five
axes served as the framework for the city project: The Barcelona City Council (2014)
outlined five initiatives related to sustainable city growth: 1) open data; 2) smart lighting; 3)
social innovation; 4) alliance-building between research centers, universities, private and
public partners; and 5) offering "smart services" based on ICT [15]. Barcelona has
implemented substantial measures to transition into a smart city. Moreover, the Barcelona
case holds particular importance because of its evident inclination in municipal policies and
reforms to emerge as a prominent Smart City among European cities. Therefore, evaluating
the Smart City program will provide insight into the present urban policies of Barcelona and
their future trajectory [12].

Costa Rica, a nation in Central America, is proud to have its own "blue zone," one of the world's
healthiest and longest-living places [16]. San Jose, the capital, ranks 125 in the SCI 2024. Costa
Rica is the 9" Healthiest [17] country ranked in the 2017 UK news site, The Independent.
Avenue Escazu, fig 5, a Living Avenue, is Costa Rica's first urban mixed-use development as
part of the Real Estate Portfolio. At Avenida Escazu, they build a residential neighborhood that
promotes well-being via unique urban experiences [18]. Nonetheless, an innovative approach
to the smart city aim of the global community is being reflected in their works. As their website
proclaims, they build living communities for the benefit of both people and the environment.

While electric vehicles, including buses, are a reality in China to ensure low carbon emissions,
the introduction of buses with electric overhead lines (Fig 6) has also occurred in some cities.
According to BBC news sites, China has a long history of electric buses dating back to the
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1920s [19]. Modern buses run on a dedicated track with an overhead electric line in Hangzhou,
the capital of Zhejiang province, which ranks 64 in the 2024 SCI ranking.

N -

Figure 5: Avenida Escazu is a smart building in San Zose, Costa Rica's capital, one of the healthiest countries in the global
ranking.

Figure 6: Smart Electric Bus connected with Overhead lines for smart mobility and sustainable
development in Hangzhou, capital of Zhejiang province, China

Sustainability

The ability of public organizations and public servants to plan, carry out, and evaluate a strategy
and involve citizens and other stakeholders in its development makes a city smart, regardless
of its technological sophistication. This means creating a city model that is co-conceived and
co-implemented with regular people and other stakeholders [14]. United Nations (UN) 2030
Agenda for Sustainable Development, unanimously endorsed by all United Nations Member
States in 2015, serves as a collective strategy for achieving peace and prosperity for humanity
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and the environment, both presently and in the future. The initiative's core consists of the 17
Sustainable Development Goals (SDGs), which serve as a pressing demand for action from all
developed and developing nations in a worldwide collaboration. They acknowledge the
necessity of simultaneously addressing poverty and other forms of deprivation while
implementing policies to enhance health and education, diminish inequality, stimulate
economic growth, combat climate change, and safeguard our oceans and forests [20].
Building upon previous research conducted by The World in 2050 program, Sachs et al.
proposed six SDG Transformations as fundamental components for achieving the Sustainable
Development Goals (SDGs). The six areas of focus for sustainable development are (1)
education, gender, and inequality; (2) health, well-being, and demography; (3) energy
decarbonization and sustainable industry; (4) sustainable food, land, water, and seas; (5)
sustainable cities and communities; and (6) the digital revolution for sustainable development
[21]. Notably, the flourishing success of smart cities is a direct outcome of the implementation
of these areas. Knowledge and capacity building is one of the critical drivers of SDG, wherein
a data-driven approach and big data are becoming key enablers for the years and in the coming
future [22].

Seoul, which ranks 17 in the SCI 2024, is an industrial country. The South Korean capital
exhibits modern problems by adopting the idea of ancient solutions; Figure 7 depicts a multi-purpose
electric boat on the Great Canal for passengers and goods transportation, avoiding traffic jams, a tiny
part of the smart mobility program implementation.

WD NS = RS e Rt e R R S

Figure 7: Seoul, the South Korean capital, is one of the significant Smart City
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Figure 8: Wifi equipped roads and Green corridor for Ambulance in the city of Seoul

Artificial intelligence and machine learning

History

Arthur Samuel's work in the last few decades has sparked significant interest and research because of
the abundance of real-world data. Machine learning is primarily concerned with two interrelated
problems: What are the methods for developing computer systems that exhibit automatic improvement
through usage? What are the core principles of statistics, computation, information theory, and learning
that are universally applicable to all learning systems, including those found in computers, humans, and
organizations? It progresses rapidly in various fields as it is still considered relatively young.

While artificial intelligence defines the broader term, machine learning is usually considered a subset,
and deep learning is a further subset, as depicted in Figure 9.

Artificia|
I"“:‘iligance
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Figure 9: Artificial intelligence-machine learning and deep learning Venn diagram

Types of machine learning

An algorithm generates a function in supervised learning that maps inputs to desired outputs. The
classification problem is a frequently used term to describe the difficulties of supervised learning. The
learner is expected to comprehend the behavior of a function that translates a vector to one of several
classes by analyzing different input-output examples of the function.

Unsupervised learning is employed when labeled examples are unavailable and involves simulating a
set of inputs.

Semi-supervised learning involves utilizing labeled and unlabelled samples to construct an appropriate
function or classifier.

Reinforcement learning is an algorithmic approach to training an algorithm to make decisions by seeing
and interacting with the external world. Each action elicits a response from the environment,
subsequently providing feedback to the learning process.

Supervised Learning types
Supervised classifications are of regression and classification types.

i) Regression
Linear, polynomial, and advanced techniques such as Lasso and Ridge regression are used to
forecast continuous target variables in numerical predictions.

ii) Classification
Decision tree [23], Random Forest [24], k-nearest neighbor (kNN) [25], [26], Support vector machine
(SVM) [27], Navies Bayes, Logistic Regression, etc

Unsupervised Learning types
Clustering — k-means, k-mode, k-median, Hierarchical, Principal Component Analysis (PCA), and
Independent Component Analysis (ICA).

Reinforcement Learning

Reinforcement learning originated from the early stages of cybernetics and has been influenced
by computer science, psychology, neurology, and statistics research. Over the past few decades,
the artificial intelligence and machine learning communities have shown significant and rapid
interest in this topic [28]. The approach of alluring promise involves training agents using a
system of rewards and penalties without explicit instructions on executing the task. Robotics
and driverless cars are applications of this type of learning.

Deep learning

Deep learning enables computational models with multiple processing layers to acquire data
representations at different degrees of abstraction. These techniques have greatly improved the
current level of advancement in various other domains, such as drug discovery and genomics,
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object identification, visual object recognition, and speech recognition. Deep learning utilizes
the backpropagation technique to propose modifications to a machine's internal parameters,
which are responsible for calculating each layer's representation based on the preceding layer's
representation. This enables deep learning to reveal intricate structures inside extensive
datasets. Recurrent neural networks have provided insights into analyzing sequential data such
as text and voice. In contrast, deep convolutional neural networks have made significant
progress in processing images, videos, speech, and audio [29].

A few popular deep learning algorithms are Convolutional Neural Networks (CNN) [30],
Long Short-Term Memory (LSTM) [31], Stacked LSTM [32], Gated Recurrent Unit (GRU)
[33], and Bidirectional LSTM [34], which scholars and professionals widely use.
Nonetheless, many other deep learning techniques are available and are also being introduced
by the research community.

Time Series Analysis

The forecasting theory is based on the premise that future forecasts can be generated by
utilizing information from the past and present. There is a notion known as pattern recognition,
which suggests that it is possible to identify patterns in past data and effectively utilize them to
forecast future values, particularly in the context of time series analysis. Future values are
expected to be inaccurate. Various options exist for forecasting a single time series in a future
period, including an expected value (sometimes called a point forecast), a prediction interval,
a percentile, and a complete prediction distribution. Time series decomposition is an essential
initial step in most forecasting approaches. Seasonal decomposition can represent a time series
about other time series or its components. Additive and multiplicative decompositions are
commonly used, where the corresponding operations are summing and multiplication. If
logarithms can be applied to time series data, every additive decomposition technigue can be
transformed into a multiplicative one. Temporal data often become the focus of unexpected
and unforeseen behaviors, resulting in a range of abnormal observations. It is difficult to find
a single, application-specific explanation for an anomaly because of the intricate Nature of
domain-specific difficulties. An anomaly is commonly defined in the literature on time series
and forecasting as a deviation from the expected behavior within a specific context or about
past patterns. Box et al., 1976 pioneered introducing the first Auto-Regressive Integrated
Moving Average (ARIMA) model [35].

SARIMA, also known as seasonal ARIMA, is a method that takes a seasonal approach to
ARIMA. Neural Prophet is a newly developed algorithm that is a substitute for Facebook
Prophet. It has set a standard for forecasting tools that are transparent, scalable, and easy to use
[36].

According to Barker, predicting techniques that do not describe how data is generated, such as

by a set of equations, are referred to as ML. It allows for the automatic instruction of data
correlations. Neural Networks (NN), Decision Trees, Support Vector Machines (SVM), and
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Gaussian Processes are considered machine learning (ML) methodologies due to their use of
unstructured, non-linear regression algorithms [37].

Data Analytics and Artificial intelligence/machine learning used in smart city

Mohapatra et al. reviewed machine learning usage regimes in smart cities: healthcare, home,
weather, control, market analysis, and traffic segments. The corresponding algorithms are
plausible to use [38], viz., supervised, and unsupervised techniques. The smart city eventually
comprises a smart grid, i.e., smart metering, which distribution companies are contemplating
using especially for deciphering any cyber frauds for purposefully evading the billing.
Predicting power consumption is also one of the sort-after areas [39]. In their work, Chin et
al. investigated the possibility of using artificial intelligence (Al) to enhance the Internet of
Things (IoT) and Big Data in order to facilitate personalized services in Smart Cities. They
specifically focused on using machine learning (ML) techniques to establish a connection
between weather conditions and short-cycling routes in London. The study is predicated on
the amalgamation of two disparate datasets.

The first model is based on a convenient self-service system called the Santander Cycles
scheme (formerly Barclays Cycle Hire). This scheme is owned by Transport for London
(TfL) and offers more than 10,000 bicycles and 700 docking stations. These stations are
strategically placed throughout the city core of London, with a distance of around 300 to 500
meters between each station [40]. Mohammadi et al. reviewed machine learning in the smart
city context, categorically water, energy, and agriculture sectors [41]. The advent of big data
is ushering in a new era when the use of instruments, data collection, and computational
processes are becoming more and more prevalent in urban environments. The utilization of
big data technology has become indispensable for the operation of urban areas. As a result,
urban processes and practices are increasingly adapting to a type of data-driven urbanism,
which is the primary production method for smart cities. This form is increasingly focused on
addressing the difficulties of sustainability in response to the growing trend of urbanization.
However, there are practical and justifiable aspects of the growing data-driven smart city,
explicitly focusing on the development and implementation of novel solutions for
sustainability [42].

A Use Case of Birmingham Car Parking Data

As data plays a huge role in understanding realistically the smart city ecosystem, so does the
role of open-source data. Christelle et al. surveyed 2015 to 2022 the open data paradigm of
smart cities from a data analytics point of view [43]. They depict smart city dimensions: smart
mobility, environment, people, governance, economy, and living. Data availability, albeit from
open source, is a crucial criterion for research, especially future direction.

Smart mobility comprises the use of smart vehicles. However, parking in an intelligent city is
equally paramount from the point of view of ease of traffic movement, traffic congestion, and
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time management. A typical use case of Birmingham, United Kingdom, which ranks 83 in SCI
2024, parking data [44] available in UCI machine learning repository, collected by NCP using
pandas open-source python library [45] data frame in Google colab environment [46], [47] has
been provided below for exploratory data analytics purpose (EDA).

The data is from 04-10-2016 to 19-12-2016. The size of initial Birmingham, UK
parking data, tables 3 and 4, is (35717 X 4) post-pre-processing of data, i.e., 35717 rows and
eight columns of attributes. The data pre-processing entailed any missing value treatment,
adding derived data based on the datetime column in day, weekday, month, and year. The
occupancy column has also been driven to another percentage occupancy column for better
data visualization analytics purposes. The pre-processed dataset now exhibits nine attributes,
as given in table 3 and 4 below, depicting the top and bottom five rows, respectively:

Table 3: The top 5 rows of the dataset as in the pandas data frame post-pre-processing

SINo. = SystemCodeNumber | Capacity = Occupancy LastUpdated | Occupancy% | month | year = weekday | day | hour
0 BHMBCCMKTO1 577 61  2016-10-04 07:59:42 11.0 10 2016 1 4 7
1 BHMBCCMKTO1 577 64 2016-10-04 08:25:42 11.0 10 2016 1 4 8
2 BHMBCCMKTO1 577 80  2016-10-04 08:59:42 14.0 10 2016 1 4 8
3 BHMBCCMKTO1 577 107 2016-10-04 09:32:46 19.0 10 2016 1 4 9
4 BHMBCCMKTO1 577 150 2016-10-04 09:59:48 26.0 10 2016 1 4 9

Table 4: The bottom five rows of the dataset, as in the pandas data frame post-pre-processing

SINo. = SystemCodeNumber | Capacity = Occupancy LastUpdated = Occupancy% = month year = weekday = day | hour
35712 Shopping 1920 1517 2016-12-19 14:30:33 79.0 122016 0 19 14
35713 Shopping 1920 1487  2016-12-19 15:03:34 77.0 12 2016 0 19 15
35714 Shopping 1920 1432 2016-12-19 15:29:33 75.0 122016 0 19 15
35715 Shopping 1920 1321 2016-12-19 16:03:35 69.0 122016 0 19 16
35716 Shopping 1920 1180  2016-12-19 16:30:35 61.0 122016 0 19 16

The visual analytics are displayed in Fig 10 to 16 below. The systemCodeNumber categorical variable
bar chart plot is depicted in Fig 10, which illustrates the type of car park used with the corresponding
code provided by NCP, the car park operator. The occupancy vs occupancy percentage chart is provided
in Fig 11, and Fig 12 depicts the capacity and occupancy chart. The occupancy bar chart for the hours
of the day is provided in Fig 13, wherein the figure depicts car park occupancy from 7 hours in the
morning to 16 hours in the afternoon, a generic trend in city car park occupancy. In the afternoon, 13
hours, the mode value is around 800 numbers, and the minimum occupancy in the morning, 7 hours, is
around 250.
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Figure 10: The systemCodeNumber column depicts the value counts
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Figure 13: The occupancy bar chart in the respective hours of the day in the car park

Figure 14 depicts a two-month occupancy plot of the data provided, with an increasing trend, though
single, apparently linear in Nature, for individual months rather than a generic trend for the total two
months.
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Figure 14: The two-month occupancy plot for 2016

Figure 15 exhibits the occupancy line plot for the weekdays, which depicts the low occupancy on
weekends compared to weekdays and weekdays.
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Figure 15: The weekday plots for two months in 2016 occupancy

Fig 16 exhibits the occupancy plot for the entire month of 30 days, and it is for the different
weekdays. Nonetheless, the pattern shows some variation, which is noticeable in Fig.
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Figure 16: The monthly occupancy plot for the respective weekdays

As the dataset comprises both categorical and numerical variables, categorical ones are converted into
numerical forms, and the correlation heatmap plot of all the variables is depicted in Fig 16. The
correlation value explains the dependency of each variable with the others and provides a scope of
inspection and gaining insight into the data, especially which data shows any trend of multi-co-
linearity and thus enables to ponder the relevance of the variable to consider or discard concerning the
target result cum meaningful information.
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Figure 17: Correlation heatmap plot of the parking dataset, categorical variables converted to numerical forms

Post data analytics of the Birmingham parking dataset, the parking occupancy dependency of
any other variable has been investigated through the machine learning paradigm. The
problem is a supervised technique of regression where any dependent variable relation with
other independent variables can provide insight based on a data-driven approach. However,
any relation with other variables should ideally be linear or non-linear, for which appropriate
machine-learning techniques are available. Scikit learns [48] library in Python has been used
as a software resource to be run in a laboratory environment.

Table 5 provides a summary of linear regression, reflecting all the variables and their
dependencies. Nonetheless, closer inspection suggests that the problem is unlikely to be of a
linear regression kind; hence, a non-linear approach should also be undertaken for this
dataset.

Table 5: OLS Regression Results
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Dep. Variable: Occupancy R-squared: 0.779
Model: OLS Adj. R-squared: 0.779
Method: Least Squares F-statistic: 2749.
Date: Sat, 08 Jun 2024 Prob (F-statistic): 0.00
Time: 12:36:45 Log-Likelihood: -1.7875e+05
No. Observations: 25001 AIC: 3.576e+05
Df Residuals: 24968 BIC: 3.578e+05
Df Model: 32
Covariance Type: nonrobust

coef stderr t P>t [0.025 0.975]
const -635.1923 15.896 -39.958 0.000 -666.350 -604.034
Capacity 0.4736 0.004 114.813 0.000 0.466  0.482
weekday -24.5858 0.983 -25.000 0.000 -26.513 -22.658
day 0.5082 0.236 2.152 0.031 0.045 0.971
hour 499721 0.745 67.044 0.000 48511 51.433
SystemCodeNumber_BHMBCCPSTO01 93.3734 15218 6.136 0.000 63.546 123.201
SystemCodeNumber_ BHMBCCSNHO01 275.1553 13.672 20.126 0.000 248.358 301.953
SystemCodeNumber_ BHMBCCTHLO01 2116733 14973 14137 0.000 182.325 241.022
SystemCodeNumber BHMBRCBRGO01 281.7977 13.651 20.644 0.000 255.042 308.554
SystemCodeNumber_ BHMBRCBRG02 108.4142 13.145 8.248 0.000 82.649 134.179
SystemCodeNumber_ BHMBRCBRGO03 -49.1459 13951 -3.523 0.000 -76.491 -21.801
SystemCodeNumber BHMBRTARCO01 2724172 39.104 6.967 0.000 195.772 349.063
SystemCodeNumber BHMEURBRDO1 191.9426 14573 13.171 0.000 163.378 220.507
SystemCodeNumber_ BHMEURBRDO02 140.7438 15518 9.070 0.000 110.328 171.160
SystemCodeNumber_ BHMMBMMBX01 264.8827 14.110 18.772 0.000 237.226 292.540
SystemCodeNumber_BHMNCPHSTO01 101.7902 12.668 8.035 0.000 76.959 126.621
SystemCodeNumber_BHMNCPLDHO01 278.9634 14201 19.644 0.000 251.129 306.797
SystemCodeNumber_BHMNCPNHS01 2147191 15605 13.760 0.000 184.133 245.305
SystemCodeNumber_BHMNCPNSTO01 166.3539 14.703 11.314 0.000 137.535 195.173
SystemCodeNumber_BHMNCPPLS01 -16.2889 14.754 -1.104 0.270 -45.208 12.630
SystemCodeNumber_BHMNCPRANO1 208.6930 14.735 14.163 0.000 179.812 237.574
SystemCodeNumber_Broad Street ~ 219.4094 14.156 15500 0.000 191.663 247.155
SystemCodeNumber_Bull Ring 109.6956 10.041 10.925 0.000 90.014 129.377
SystemCodeNumber_NIA Car Parks  -286.5330 12.900 -22.211 0.000 -311.819 -261.247
SystemCodeNumber_NIA North -51.5394 31.384 -1.642 0.101 -113.053 9.974
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SystemCodeNumber_NIA South -65.7386  13.901 -4.729 0.000 -92.985 -38.492
SystemCodeNumber_Others-CCCPS105a 298.9705 11.016 27.141 0.000 277.379 320.562
SystemCodeNumber_Others-CCCPS119a -679.4520 9.870 -68.837 0.000 -698.799 -660.105
SystemCodeNumber_Others-CCCPS133  73.8235 10.348 7.134 0.000 53.540 94.107
SystemCodeNumber_Others-CCCPS135a 563.8120 9.646 58.452 0.000 544.906 582.718
SystemCodeNumber_Others-CCCPS202 -269.2572  9.793 -27.496 0.000 -288.451 -250.063
SystemCodeNumber_Others-CCCPS8  144.1891 12.477 11.556 0.000 119.734 168.645
SystemCodeNumber_Others-CCCPS98 -336.0031  9.597 -35.013 0.000 -354.813 -317.193

SystemCodeNumber_Shopping 273.4316 11.022 24.808 0.000 251.828 295.035

Omnibus: 3368.155 Durbin-Watson: 1.995
Prob(Omnibus): 0.000 Jarque-Bera (JB): 42915.543
Skew: -0.136 Prob(JB): 0.00
Kurtosis: 9.413 Cond. No. 5.51e+18
Notes:

[1] Standard Errors assume that the covariance matrix of the errors is correctly specified.
[2] The smallest eigenvalue is 2.76e-27. This might indicate that there are
strong multicollinearity problems or that the design matrix is singular.

time: 84.4 ms (started: 2024-06-08 12:36:45 +00:00)

Apart from the linear regression method, support vector machine regressor, decision tree
regressor, and random forest regressor have been used on the dataset for comparison of
results purpose. From the results, it appeared by inspection that decision tree regressor and
random forest regressor worked better than linear regression and support vector machine
regressor algorithms. Table 6 compares decision tree and random forest regressor feature
importance values wherein feature 0 appears significant compared to the other 31 features.

Table 6: Machine learning Algorithm and feature importance

Decision Tree Random Forest
Feature: 0 Score: 0.83392 Feature: 0 Score: 0.71042
Feature: 1 Score: 0.01632 Feature: 1 Score: 0.05079
Feature: 2 Score: 0.00100 Feature: 2 Score: 0.03237
Feature: 3 Score: 0.11291 Feature: 3 Score: 0.13125
Feature: 4 Score: 0.00000 Feature: 4 Score: 0.00009
Feature: 5 Score: 0.00000 Feature: 5 Score: 0.00067
Feature: 6 Score: 0.00201 Feature: 6 Score: 0.00175
Feature: 7 Score: 0.00000 Feature: 7 Score: 0.00163
Feature: 8 Score: 0.00000 Feature: 8 Score: 0.00091
Feature: 9 Score: 0.00000 Feature: 9 Score: 0.00024
Feature: 10 Score: 0.00000 Feature: 10 Score: 0.00009
Feature: 11 Score: 0.00000 Feature: 11 Score: 0.00002
Feature: 12 Score: 0.00000 Feature: 12 Score: 0.00007
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Table 7 depicts the R2 score of the training and testing datasets, which were split with a 70:30 ratio.

Feature: 13 Score: 0.00000

Feature: 14 Score: 0.00000
Feature: 15 Score: 0.00000
Feature: 16 Score: 0.00000
Feature: 17 Score: 0.00000
Feature: 18 Score: 0.00000
Feature: 19 Score: 0.00000
Feature: 20 Score: 0.00000
Feature: 21 Score: 0.00000
Feature: 22 Score: 0.00000
Feature: 23 Score: 0.00000
Feature: 24 Score: 0.00000
Feature: 25 Score: 0.00000
Feature: 26 Score: 0.01477
Feature: 27 Score: 0.00000
Feature: 28 Score: 0.00019
Feature: 29 Score: 0.00000
Feature: 30 Score: 0.00000
Feature: 31 Score: 0.01887
Feature: 32 Score: 0.00000

Feature: 13 Score:
Feature: 14 Score:
Feature: 15 Score:
Feature: 16 Score:
Feature: 17 Score:
Feature: 18 Score:
Feature: 19 Score:
Feature: 20 Score:
Feature: 21 Score:
Feature: 22 Score:
Feature: 23 Score:
Feature: 24 Score:
Feature: 25 Score:
Feature: 26 Score:
Feature: 27 Score:
Feature: 28 Score:
Feature: 29 Score:
Feature: 30 Score:
Feature: 31 Score:
Feature: 32 Score:

0.00064
0.00076
0.00033
0.00005
0.00055
0.00007
0.00010
0.00010
0.01374
0.00744
0.00059
0.00033
0.00221
0.01554
0.00899
0.01021
0.00022
0.00382
0.00371
0.00031

The random forest technique yielded consistent and better results than support vector machines and
decision tree regressors compared to the training and testing datasets.

Table 7: Performance metrics of different machine learning algorithms

Performance Metrics Support Vector Machine Decision Tree Regressor Random Forest Regressor
Regressor

Training R2 Score 0.508 0.872 0.995

Testing R2 Score 0.499 0.872 0.995
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Figure 18: Invisible cyber attacker tends to target smart grid and smart city ecosystem and look for vulnerability

In a smart city, security is approached comprehensively by including all the facets of the city,
as well as being integrated into all its constituent elements [49]. Electricity enabled smart
cities by connecting smart grids. However, cyber crooks, fig 15, opportunistically look for
vulnerabilities. The advancement of technologies in recent years has led to the rapid
development of smart grids. In recent years, the utilization of smart grids has been on the rise
in Turkey and globally, particularly in essential infrastructures such as natural gas, electricity,
water, and energy systems. The rise in the adoption of smart grids has led to a corresponding
growth in the significance of security issues. The frequency of cybersecurity assaults
targeting these networks steadily rises annually [50].

As cities go on a smartness drive, so is the likelihood of increased threats by cyber-attackers
who remain anonymously present in the cyber virtual world. The smart city also needs to cater
to the need to safeguard the cyber attackers' malicious intent to cause harm to innocent citizens.
Critical infrastructures, banking, hospitals, and public transport are some of smart cities' most
common cyber security-sensitive aspects. Even cyber-attackers are recently believed to be
eyeing the e-vehicle charging device by tampering with it. One of the most sensitive areas is
global positioning systems (GPS) [3], which are used in almost all engineering and daily
applications in modern days. GPS spoofing can compromise many of these uses.

Similarly, targeting the Internet of Things, smart meters, and artificial intelligence tools is also
becoming a trend. The researchers, Ullah et al., devised a technique based on Deep
Reinforcement Learning (DRL) to counteract jamming attacks on airborne Unmanned Aerial
Vehicles (UAVs) by GPS. The proposed technique is designed to be applicable regardless of
the jammer's geographic location, the channel model, and the UAV channel model. This
technique determines the trajectory and power transmission level of UAVs by evaluating the
quality of UAV transmission. The simulation findings demonstrate that the technique above
enhances the Quality of Service (QoS) of the mission-specific UAVs deployed [51]. Almeida
et al. [49] reviewed the cybersecurity risks and depicted a cybersecurity cognitive map for
smart cities' risks entailing standards and regulations, the privacy of data, vulnerabilities in
networks, access controls, [oT devices, and human behaviors. MITRE frameworks [52], which
categorize tactics, techniques, and procedures of cyber attacks, 2023 launched ATLAS [53],
which stipulates the adversaries of artificial intelligence use.

In the End

Smart cities offer an auspicious path for the advancement of urban development. In the face of
expanding urban areas and mounting intricate problems, incorporating cutting-edge
technologies and data-centric solutions can facilitate the development of more environmentally
friendly societies [54]. Energy decarbonization and low carbon emissions are the key drivers
of sustainable smart cities. The fabric of these is closely knitted through data generated, which
was coined by Clive Humby, a British mathematician, in 2006 as the "The new oil.' To explore
further the data usage that the cyber world is generating exorbitantly these days, the use of
artificial intelligence is the critical enabler for gathering business intelligence of reality and
effectiveness. This chapter briefly presented a global scenario of smart city ecosystem and
stressed the potential use of artificial intelligence, albeit ethically, to further explore the
benefits. A typical use case of a UK city, which is Birmingham, the second biggest one, has
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also been presented as a regression problem. Based on the data, there is a much broader scope
of applying classification and clustering techniques from the smart city data generated by
connecting to the cyber world. As data keeps on growing exorbitantly, streaming in many
devices of cyberspace, ripping the benefits by rightly exploring the new ways and avenues of
untapped potential by the users, can transform the smart city paradigm in a global albeit local
way.
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